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CHALLENGES FACED BY BIOBANKS TO COMPLY WITH THE EU GDPR
Biobanks need to follow the EU GDPR guidelines for data protection purposes. The biobanks must maintain a complete chain of custody of the 
biospecimens along with their non-identifiable subject information. The biobanks operative in the EU must undertake measures to protect the 
sensitive personal information of the EU subjects. It is mandatory for even the biobanks operative outside the EU, who require the personal 
data of EU subjects, to implement adequate data protection mechanisms for safeguarding privacy rights. Furthermore, biobanks need to 
ensure that the sharing of data associated with biospecimens with researchers across the globe should be carried out in a highly secure 
environment. These obligatory requirements increase the pressure on biobanks in the EU to constantly evolve themselves to meet the required 
EU GDPR guidelines. Despite the numerous efforts, resources, and budgets allocated to biobanks for sample management activities, it is still 
challenging to establish a complete, consistent, and robust system for the long-term maintenance of samples and associated information. To 
address this need, cloud-based information management systems are offered as one of the most viable options, both economically and 
operationally.

HOW DOES A LIMS IN THE CLOUD EMPOWER BIOBANKS TO COMPLY WITH THE EU GDPR?
Cloud-based informatics platforms bring in a large number of benefits over paper-based systems and traditional on-premise data management 
systems in meeting the EU GDPR guidelines. While the paper-based methods are error-prone, time-consuming, and antiquated, cloud-based 
methods offer the advantages of scalability, reduced time, efforts, and the cost required to manage data. In contrast to a traditional on-premise 
LIMS, a LIMS in the cloud facilitates easy storage, access, and sharing of data in real-time across different platforms around the globe, 
enabling accelerated and informed decision making based on the most complete and updated information. A good cloud-based informatics 
solution also helps to preserve the data quality and integrity, thus safeguarding Protected Health Information (PHI) of patients. Data back-up 
facility by cloud-based informatics solutions at geographically disparate locations helps prevent data loss in the event of man-made and natural 
disasters. Necessary server and auditing guidelines ensure complete data security and privacy, and 99.95% uptime. Various network security 
best practices bestowed by a LIMS in the cloud, such as firewall/route tables, IP spoofing, port scanning, packet sniffing, VPN gateway, etc., 
and intrusion-detection mechanisms prevent data breaches. Following are some of the ways how a cloud-based informatics solution can help 
protect data and achieve EU GDPR compliance:
• A LIMS in the cloud helps in data sharing with researchers worldwide through secured data access using login credentials [Figure 2].
• A LIMS facilitates pseudonymization of sensitive personal data so that a sample donor is de-identified, preventing unauthorized personnel 

from accessing sensitive data [Figure 3, 4].    
• It helps in managing patient consent [Figure 5].        
• A LIMS can help biobanks assign data access rights based on user roles [Figure 6].     
• A LIMS in the cloud encrypts data via advanced encryption standard (AES) 256-bit encryption to protect data integrity.  
• A LIMS can help data processors in maintaining automated records of all processing activities such as data collection, organization, storage, 

alteration or retrieval through an audit trail [Figure 7].      
• A LIMS can help biobanks follow ‘Privacy by Design’ approach and ensure that biobanks have data protection mechanisms in place from the 

earliest stage of development.    
• A LIMS helps to authenticate key laboratory activities by the implementation of digital signatures [Figure 8].  
• A LIMS helps to delete the unnecessary metadata associated with the biospecimens, ensuring that data is not stored for a duration longer 

than required [Figure 9].      
• It can help data controllers meet the record-keeping requirements, such as the name and contact information of the data controllers, the 

purpose of data processing, the time limit for data deletion, etc. In accordance with Article 30 (d) and (e) of the GDPR, a LIMS can help in 
maintaining details such as sample source, collection time, individual collector information, etc. [Figure 10].   
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INTRODUCTION
Biobanks collect, process, store, and provide high-quality annotated biospecimens to researchers, paving the way for the development of novel 
prognosis and treatments methods. Data is the most crucial asset for any biobank. The growing pace of research demands the availability of a 
large number of high-quality biospecimens that are stored and managed at required ambient conditions. Thus, biobanks need to maintain the 
biospecimen quality throughout the process of collecting, processing, receiving, storage and shipping. In addition to maintaining the quality of 
biospecimens, it is essential for a biobank to carefully associate the biospecimens with their associated meta-data. Biospecimens with 
inaccurate and unreliable data may yield insignificant outcomes, and therefore, not useful for research. Additionally, inappropriate disclosure of 
sensitive data may jeopardize patient privacy resulting in serious ramifications. Therefore, it is critical to protect patient information and other 
sensitive data associated with the biospecimens and the biobanks must implement strategies that make data secure.

WHAT IS EU GDPR? WHY IS IT IMPORTANT FOR BIOBANKS TO COMPLY WITH THIS REGULATION?
The General Data Protection Regulation 2016/679, implemented on May 25, 2018, is a regulation in European Union law that protects personal 
data and privacy of all the citizens of the European Union. For sharing high-quality biospecimens and associated data obtained from the 
citizens of the EU, biobanks need to comply with the EU GDPR.

ROLE OF EU GDPR IN PERSONAL DATA PROTECTION:
EU GDPR guidelines help to secure the sensitive data associated with biospecimens by setting the following benchmarks for biobanks 
operative in the EU [Figure 1].

Figure 5: Manage donors’ consent to safeguard
their rights and to reinforce their trust

Figure 6: Manage user role-based access privileges

Figure 7: Maintain a granular history of data access and other laboratory activities through an automated audit trail

Figure 8: Authenticate key laboratory activities using digital signatures

Figure 9: Enables permanent deletion of unnecessary data

Figure 10: Associate sample data to its source information

Figure 4: Ensure patient privacy by masking Protected Health Information (PHI) of patients from unauthorized personnel

Figure 3: Restrict access to sensitive data.Figure 2: Secure data access
using login credentials

Figure 1: EU GDPR Guidelines

Role of EU GDPR in Personal Data Protection:
• Harmonize data privacy laws across all 28 member states that constitute the EU 
• Safeguard personal data obtained from all EU citizens and is applicable to all organizations outside the EU jurisdiction if 

those organizations process or monitor data of EU citizens. 
• Clarifies the obligations of data controllers or any person working with the personal data of EU citizens. 
• Provides special rules for processing health and genetic data, which may include sensitive personal data. The regulation 

requires that biobanks should obtain consent from patients or subjects before collection and processing of personal 
information (Article 7). 

• Advocates ‘Privacy by Design’ approach to safeguard personal data and to meet data privacy and security requirements. 
• Necessitates implementation of data safeguarding mechanisms into a biobank’s products and services from the earliest 

stages and encryption and techniques such as pseudonymization and encryption for data protection. 
• Requires data processors to maintain records of all processing activities. 
• Personal data of EU data subjects can be shared with third countries or organizations outside the EU only if there is 

adequate data protection mechanisms to prevent infringement of fundamental and privacy rights of the data subject. 

CONCLUSION
The personal, health and genetic data of the EU citizens should be processed per the guidelines set forth by the EU GDPR. Biobanks, if 
working with the samples or data obtained from the citizens of the EU, should comply with the EU GDPR, irrespective of the location of the 
biobank, to ensure data privacy and to avoid hefty penalties. Information management tools, such as a LIMS, can play a crucial role in consent 
management and the protection of privacy rights of data subjects. It can help maintain a correlation with pseudonymized data and data 
subjects, thus establishing a connection back to the individual donors. A LIMS helps to keep a complete track of the samples from the time they 
are received and stored in the biobank till the time they are disposed of or are associated with an outgoing shipment and shipped out of the 
biobank. A right biobanking LIMS solution helps to protect the data stored within a biobank by implementing several measures such as 
role-based data access, use of digital signatures, etc. Thus, switching the biobank operations to a LIMS in the cloud enables a biobank to not 
only follow EU GDPR guidelines but also improve efficiency, reliability, and maximize Return on Investment (ROI).


